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Abstract—Internet of Things (IoT) is the most emerging tech-
nology in the last decade since the number of smart devices, and
its associated technologies are rapidly grown in both industrial
and research prospective. The applications are developed using
IoT techniques for real-time monitoring. Due to Low processing
power and storage capacity, smart things are vulnerable to the
attacks as existing security or cryptography technique are not
suitable. In this study, we initially reviewed and identified the
security and privacy issue exists in IoT system. Secondly, as
per Blockchain technology provides some security solutions. The
details analysis, including enabling technology and integration
of IoT technologies, are explained. Lastly, a case study is
implemented using the Ethererum based Blockchain system in a
smart IoT system and the results are discussed.

Index Terms—IoT, Security, Privacy, Blockchain, Distributed,
Cryptography.

I. INTRODUCTION

YBER attacks on Internet of Things has increased by

22% in last quarter asserted a report titled “’State of
IoT Security”. The report suggested that some of the sectors
like smart cities, financial and transport, have a maximum
ranking in attacks scenario. Day by day, attacks are getting
sophisticated and high-grade, which is a matter of concern.
In the last decade, Blockchain technology is one of the
emerging concepts accepted by both research and industry,
having six principal characteristics decentralized, immutable,
transparent, autonomy, anonymity, and open source[l]. Sim-
ilarly, IoT is also one of the promising technical filed using
lots of smart application are being developed. The sensors,
intelligent devices, and actuators are used to implement IoT
applications. In Fig. 1, some of the promising IoT based
applications are shown. The basic architecture of the IoT
system is three layers consists of the physical layer, network
layer, and application layer. The authors in [2], discussed
security issues present in each of the IoT architecture layer.
In an IoT application, different heterogeneous devices are
connected and communicated to each other. As most of the
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smart devices are low-end devices, they are more vulnerable to
different attacks. So to implement IoT based smart applications
required a lightweight algorithm for encryption/decryption,
secure communication, and computation. The basic security
goal that is CIA (Confidentiality, Integrity, and Availability)
must be maintained by the application.

To make use of the smart IoT application trust management
plays an important role. As the user shares his/her personal
information in public platforms, privacy is a significant
concern. The user will only build the trust to use the
application if security issues are properly addressed. Some of
the papers citeyan2014survey and [3], mentioned that trust is
an important issue that needs to be addressed.

The contributions of the article are mentioned below:

o Initially, the layer-wise security issues are identified in
IoT applications.

o The article described some of the work of IoT integra-
tion with Blockchain technology to address security and
privacy issues.

o The Blockchain technology in term of addressing IoT
security issues are identified and explained in details.

o The implementation in Ethereum platform for authenti-
cation of IoT devices explained along with the security
analysis is given at the end.

II. SECURITY AND PRIVACY ISSUE IN IOT

Since the developments of IoT technology, most of the
traditional applications become IoT based smart applications.
A lot of work has been done regarding architecture, the
protocol of IoT based applications. The security and privacy
issues still need to address. In Fig. 2 layer-wise security
challenges are shown.As explained in paper[4], [oT techniques
have security and privacy challenges. The device has a lim-
itation, different attacks model for IoT based application in
layer-wise also described. The IoT applications are developed
using a framework in paper [5], the authors have identified
8 different frameworks and their security, privacy issue for
developing applications. Security and privacy issues are the
most challenging part to develop the IoT application like
authentication, data protection in paper[6], the authors have
explained the Blockchain, fog computing, machine learning
can be used to solve the issue.

The authors in [7], proposed a secure framework for data
collection for the smart healthcare system. In a smart health-
care system, intelligent devices are used to monitor the critical
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Fig. 1. Applications of Internet of Things (IoT)

patient. The smart devices are connected wireless or using
wire. In some applications, devices are accessed remotely as
well. For connectivity purposes, ZigBee, Bluetooth, or WiFi
are used. Each of these devices is vulnerable to different types
of attacks. As the IoT devices are resource constraint devices,
existing security protocols, or algorithms are not suitable. For
IoT devices, lightweight algorithms or protocols are needed.
In this regard, the ECC based algorithm is proposed by the
authors in [8] for IoT applications due to smaller key size
requirements for computation. The IoT infrastructure is having
three-layer such as physical, network, and application layer.
The security issue is existing in each of these layers. The
detailed description of security and privacy issues is explained
in the following subsection.

A. Security challenges in IoT

In this subsection, the security challenges of the IoT appli-
cations are identified. IoT application mostly deals with three-
layer architecture that is physical, network, and application
layer. In the physical layer, devices are connected through
the gateway. The hardware device has limited capability and
vulnerable to the attacker. Changing the entire hardware com-
ponent is not recommended if it gets hacked by the hacker.
The system must address the security issue available in each
layer.

1) Node capture attacks: As the smart devices are deployed
in a different location as per the IoT applications. The attacker
can capture the devices or replace them with the wrong device
to get access to the network. In this type of physical attack,
it is very hard to distinguish genius node and false node. This
type of attack the attacker can get important information about
the application. To make the network secure this type of attack
need to be addressed.

2) Replay attacks: In a replay attack, the attackers intercept
the message from the communication medium and later send
the same message to the network. In an IoT, an environment
attacker can hack the smart devices and send the data like the
authorized node in the network.
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Fig. 2. Overall security issue in Internet of Things (IoT).

3) Side channel attacks: Side-channel attacks the attacker
tries to get the plain text from the ciphertext. In this attack,
getting the key using some time constant is important as
most of the encryption techniques use key exchanges for
encryption/decryption.

4) Eavesdropping: The eavesdropping attack occurs in an
IoT scenario where smart devices are compromised. As the
communication channel is not secure, the attacker can read
the message communication between two devices. It like a
passive attack where the adversary access the data from the
not secure transmission medium.

5) False data injection: The sensors or smart devices
deployed in a different location to read the environmental
information. The sensors and smart devices are capable of
capturing the information and forwarding it to the next layer.
As smart devices are resource constraint, they are vulnerable
to the attacker. The attacker tries to capture the device or read
the value from the not secure communication medium and
inject the false information to the network.

6) Spoofing: In the network layer, the attacker tries to gain
access to smart devices. Once it gains access to the devices,
the attacker behaves like a legitimate node in the network. The
false messages are transmitted to the network.

7) MITM attack: In Man In The Middle (MITM) attack,
the attacker tries to attack the communication medium when
the data is on transit. They watch the data packets running
through the medium try to draw some pattern or insights
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which is very vulnerable to the victim. This type of attack is
two types of active and passive attacks.

8) Sinkhole attacks: The sinkhole attack is one of the
routing attacks in IoT applications. As the message is trans-
mitted through different routes between two nodes, it creates
network traffic to breakdown the network. The type of attack
compromises the node in the network. This attack also reduces
the performance of the network protocol.

9) DoS Attacks: The denial of service attack is a type of
cyber-attack in which the attacker utilizes the assents of the
system. It tries to overflow the server with a large sum of
traffic. As a result, it will unable to use the full amount of
bandwidth resources, although it doesn’t result in a loss of
crucial data that costs a huge loss of the victim.

10) Unauthorized access: The attackers target the resource
constraint devices connected to the IoT applications. As most
of the devices connected using a different gateway. The
attacker tries to capture authorize credential using different
attacks. Once get the personal credential, the attacker access
the network information.

11) Phishing attacks: 10T application has a lot of users.
Every user has their own identity, they access the information
of the smart devices or control them using the application
layer. The attacker tries to important information about smart
users/smart devices by sending a false message or email.

12) Trust management: A Trust management issue in the
application layer is a challenging task. As IoT based appli-
cation to monitor and manage the environment in real-time
users, share personal information into the network. During
computation in a decentralized environment, information is
share and broadcast to the network. So trust management
issues will arise among the nodes in the network. If any node
behaves maliciously in the network, it must be identified by
the network. So proper trust management is essential in the
IoT system.

13) Authentication: An IoT application consists of intel-
ligent devices, sensors, actuators, and some smart devices to
monitor as well as do the computation. The data or information
are capture by the smart devices and forward to the next layer
for processing and computing. Once the computation is done,
the corresponding event is trigger by the network node. For
secure and efficient computation, actual data are required from
the sensors. If the sensors or intelligent devices get capture
by the attacker or an attacker part of the network, then the
system becomes corrupt. For this, each and every device must
be registered or authenticate to the network. Authentication is
one of the important issues in any IoT application.

14) Malicious Attack: In 10T applications, smart devices
are vulnerable to the outside world due to insecure commu-
nication channels and wireless connectivity. An attacker can
inject o malicious code in the device through application and
the device might be compromised.

15) Policy enforcement: In IoT application policy is one of
the essential security concerns so that user can use the smart
devices. As per requirement of the application sufficient police
must be develop to protect the user privacy.

Data
Collection Za00EAELG]Y

Fig. 3. Steps of information gathering in IoT application

B. Privacy Challenges in IoT

The basic IoT architecture consists of three layers physical,
network, and application layer. In the physical layer, numerous
IoT smart devices are deployed in an application. These
devices collect a huge volume of data from the environment.
The data collections as shown in Fig. 3 of IoT application are
performed in the following three ways:

o Collection: This is the first step where sensors and smart
objects collect the raw data and forward it for processing.

o Aggregation: In this step, collected data are combined to
get the information for further processing.

o Analytics: In this step, as per the applications, actual or
meaningful information is extracted from the aggregate
data by doing the different analysis through some tech-
niques.

While data collection and processing is a critical part of
IoT application, but privacy issues are raised in these data
collection steps. For example, IoT enables the hospital system
if the attacker gains information about the patient details,
then it creates a set of the patients. Similarly, in smart city
applications, if the user location and travel details are leak or
capture by the attacker, then it raised privacy concerns. Privacy
preservation techniques are needed to be designed to overcome
the privacy issue in 10T system.

III. CRITICAL WORK ON IOT SECURITY AND PRIVACY
USING BLOCKCHAIN

In the last decade grown of IoT devices and its use cases
is significant. As smart devices are resource constraints in
nature, there are vulnerable to the different types of attacks.
In a centralized architecture, a single point of failure is
one of the primary issues. During data communication and
computing, applications face different security issues in
each layer. So in recent time research community use the
Blockchain a decentralized technology to address some of
the security and privacy issues. Table I shows some of the
work done by the research community to address the issue
like trust management, secure storage, authentication, privacy
preservation, and access control in details. From the literature
survey, it was understood that Blockchain could be utilized
to solve some of the security and privacy issues associated
with IoT. In this work, we have tried to address how some
of the security and privacy can be solved using Blockchain
technology. An in-depth analysis is given in section V.
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TABLE I
LITERATURE WORK
References Focus Point Contribution
[9] [10] Scalable access | In IoT application, to meet the consensus in the network algorithm, need to be lightweight. The authors proposed a
Management PoBT mechanism with less computation for validation and creation of blocks in the Blockchain network. Similarly,

Lightweight Scalable Blockchain (LSB) is another method already proposed by the authors for IoT devices scalability
in a smart home application.

[11] [12] Trust Trust is one of the critical factor in IoT application. The user share personal information in network for processing
Management and computation where trust is critical factor. Example like smart city or smart healthcare system personal information
are share in the network.
[13] Secure  Storage | The authors in this paper proposed an “BeeKeeper” in IoT system based on Blockchain technology. In the proposed
Management system, nodes can perform the homomorphic encryption and process for further computation. Any node in the network
become leader if wish for. malicious activity are also identified using this proposed method.
[14][15][16] Authentication Internet of Things smart device is communicated to each other without human intervention. Confidentiality, integrity,

and availability are the primary security mechanism in any system. The authentication of the device is needed to
maintain the integrity of information in the network. It also essential to authenticate all devices to prevent the network
from unauthorized access. Centralized authentication is not suitable in the IoT system. The research community already
proposes some of the decentralized authentication techniques for IoT devices.

[17] [18] Privacy preserva- | In an IoT application, data are collected from the sensors. In the data analysis phase, information needs to extract
tion without revealing the privacy of the users. Privacy preservation is a vital issue that needs to address during data
processing. Some work has done to address privacy-preservation in the Blockchain network by doing encryption in
the data.
[19] [20] Access Control Access control is a major factor in IoT application as a large number of devices are connected and communicate with

each other. So a secure access policy is needed to guarantee the use of smart devices. The existing access control
policy is not suitable for IoT devices. In in Paper [19] and [20] authors proposed a light-weight access control policy
using Blockchain network.

IV. ARCHITECTURE AND FUNCTIONALITY OF

BLOCKCHAIN Algorithm 1: Calculate Total White Space
Result: Calculate the total white space
The Blockchain is basically a decentralized, distributed, im- WSCalculation(Root)
mutable and share digital ledger which stores valid transaction if Ry then
in peer-to-peer network. The valid transactions are store in WSCalculation(Ry,)
block with timestamp after mining process is done by the WSCalculation(Rg)
miner node. Each block stores the previous block hash value end

along with others attribute shown in Fig.4. The Blockchain Rp=Rrp+ Rrp
uses SHA-256 and elliptic curve cryptography (ECC) for data
integrity and authentication. The Fig.5 describe the elliptic
curve digital signature algorithm used in Blockchain system.
In a Blockchain network nodes are connected in mesh like
topology. Each node in the network carry two keys: a private
key and a public key. The public key is the unique address use
to encrypt the message by the node in the network. The private
key is used to sign the transactions and also to decrypt the
message receive from others node.Depending upon the uses
Blockchain network is divided into public(permissionless) and
private(permissioned) types.

The key pair of a Node V; is associated with a particular
set of Elliptic curve domain parameters DP = (q, FR, a, b,
G, n, h). E is an elliptic curve defined over F;, , and P is a
point of prime order n in E(Fy), q is a prime. Each Node N;
does the calculation, key generation and message signing with

Algorithm 3: Message Signing using ECDSA
Result: The signature for the message M is the pair
of integers (r, s)
Input: Message M7, domain parameters DP = (q, FR, a, b,
G, n, h)
begin:
k = rand() % n-1 + 1
if  # 0 then
x1 =rand() % q - 1
k*P =
y = x1; mod n
r =x; mod n

ECDSA. —1
Calculate £~ mod n
Algorithm 2: ECDSA Key Generation s =k~ H(M,) + KNy
/ 7 . pri
Result: K 111\7[11 N; s private key, K ;])be: N1 s public if s = 0 then
key go to begin
P = A point of prime order n in E(F7) end if
Kgly =rand() % n- 1+ 1; else
Ké\ilb = Kgli * P, go to begin

end if=0

For verifying the signature (r, s) of node [Ny on the message
M, Node N, obtains an authenticated copy of /N7 s domain
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Fig. 4. Blockchain basic transaction details

MS, Algorithm 4: Signature Verification using ECDSA
Node | N _t@-\bd‘32 Result: Accept or Reject the Signature
if ]l <r<n-l1&1 <s <n-1 then

§,=BHM). K1) HO) =B Ky w =" mod n
Calculate H (M
Siani Verification (* )
igning u; = H (M7)*w mod n
— ug = r*w mod n
=] asjshdih2ddfd .. ishdinddf ishdih2ddf
g_.@_m Hash‘ asshdih2ddfd. ‘ i} ‘as]shd]hlddid” Hash ur* P+ ug* Q = (2o, yo)
M, K \Hash 1 ‘;: o moﬁ -
if v == r then
’ ]‘p\nl BE@T H()@ bh’)‘}‘ué accept the signature
/\ Networ { else
p Tl reject the signature
, i end if
A M, Signature end if=0
Certificate Siguanure

\_H

Digitally Signed
Data ($,)

V. IMPACT OF BLOCKCHAIN FOR 10T

Digilly Sgned In paper [21], the authors discussed the layer-wise secu-
Data§) rity issue, like low-level, intermediate-level and high-level.
Similarly paper also addressed the protocol and communi-
cation challenges in IoT and its solution approach in terms
of Blockchain. In paper [22], authors study the different
security aspects of IoT applications and integrate how digital
ledger information will be stored securely using Blockchain.
The authors in [23], proposed an efficient Blockchain-based
distributed model integrate with the Internet of Things which
provide security and privacy.

Blockchain technology has some consensus algorithm exists
which are already described by the researcher. The consensus
algorithms are Proof of Work (PoW), Proof of Burn (POB),
Proof of Stake (PoS), Raft, Practical Byzantine Fault Tolerant
(PBFT), Paxos, etc. The authors in [24] described in details
about the distributed consensus algorithms. In the Blockchain

parameters DP = (q, FR, a, b, G, n, h) and public key K N system, consensus algorithm is important to maintain the

pub
and do the signature verification using ECDSA. transparency and make the decision efficient as multiple nodes

Fig. 5. Digital signature apply for user identity.
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Fig. 6. Proposed Blockchain based solution architecture.

involves in the decision-making process. In IoT applications,
real-time decision and monitoring is done. To ensure the
integrity of the data and to have trust among the nodes,
Blockchain is used to authenticate and authorization purpose
outside the IoT network.

A. Solution Approach using Blockchain

Internet of Things (IoT) consists of smart thing capable
of sensing and processing in real-time. As the devices are
resource constraint devices doing complex computation or
applying cryptography algorithm is not suitable. So the light
weight algorithms are essential for IoT devices. As explained
in section II, several security issues are existing in IoT system.
To make the real use of IoT concept security issue need to be
addressed. One of the solution approaches is using Blockchain
technique. As shown in the Fig.6,I0T enable application using
the wireless or wired devices are connected. Initially, all the
smart devices connected to the applications need to have
authentication in the outside network that is Blockchain net-
work. Once devices are registered, they can perform different
activity as per their features locally. Similarly, users are also
required to authenticate in the Blockchain network initially.
After that, they can monitor or access the different smart object
present in the network. The authors in paper [14], proposed
“Bubble of trust” for authentication of the IoT devices in the
decentralized network. Similarly, in paper [25], the authors
proposed “DecAuth” a decentralized authentication technique
using Ethereum platform for IoT devices. The proposed work
suggested that only authentication and authorization need to
be done in the Blockchain network.

« Authentication and authorization should not be localized
and should be kept outside of IoT network.

o Blockchain-based authentication will add trust to the IoT
applications.

o Latency issue of Blockchain will not impact
BAU(Business as usual) operation in IoT network.

e Only new device addition or new user addition would
require Blockchain operation.

e Scaling of the IoT network will be strictly controlled
through Blockchain permission.

B. IoT Applications a Blockchain Solution Approach

Blockchain is not always the first choice in every IoT
applications. The existing centralized database system is suit-
able for some IoT applications. Before using the Blockchain
technology, the designer must see some of the criteria like
centralized/decentralized system, nodes are trusted to each
other or not, information need to share among all peer or
not. No doubt that in an IoT application, a huge number of
devices is deployed for information gathering. So to avoid
the system throughput, devices could be made into different
clusters and assign with a high-end system like fog device to
process and compute this information. Finally, all fog nodes
communicate with each other by applying some business logic
to come to the final decision. Blockchain has a different type
like public, private, permissionless, permissioned depending
on the architecture, and demand of IoT application system can
be built. Then using smart contract and consensus algorithm
computation and computing can be done in a distributed way
avoiding the third party. The business logic is written in terms
of smart contracts and deploys in the network, which will
execute independently. The security challenges are avoided
using a digital signature, timestamp, and encryption technique
in the business logic. Table II described the details about
Blockchain solution for some of the security issue in IoT
application.

VI. EXPERIMENTAL SETUP AND RESULTS ANALYSIS

The security and privacy issues in [oT like non-repudiation,
data integrity, data privacy and authorization, secure com-
munication, and secure unique identification are addressed
using Blockchain technology. For implementation purposes,
Ethereum open-source platform is used. Initially, a smart home
environment is built based on IoT enable technology. As
shown in Fig.7 different gas level (MQ6, MQ9, MQ135.etc.,),
and temperature DHT22 sensor connected to the Raspberry
Pi device in the room. The Raspberry Pi device is used to
collect the data from sensors devices and performed compu-
tation in a distributed architecture. The Ethereum platform is
installed in a laboratory system. Authentication of the node is
performed on the client-side, using Ethereum’ web3.js. Each
device is assigned with a unique address accessible globally.
The IoT device identity is controlled by the user’s master
account that is used for the management of accounts. The
authors used Ethereum Blockchain connected to an Ethereum
wallet account provided by ganache, which is a test Ethereum
network provided for development purposes. The decentralized
“Decauth” authentication technique [25] is used to authenticate
all the intermediate devices. Once all the devices are connected
to the distributed Blockchain network using the hashing and
cryptographic concept transaction are made immutable and
available to all user. In the Ethereum platform, login and
registration pages are created. The registration page, devices
are registered and assigned with a pair of keys; one is the
unique address accessible globally. In the login page device
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TABLE II
POTENTIAL SOLUTION FOR SOME OF THE SECURITY ISSUE

Security issues Corresponding Solution

Secure  Unique | In a Blockchain system, address use is a 160 bit of hash value. This address is a public key generated using the ECDSA algorithm.
Identification The total address space is equal to 2169 | which is nearly 1.47+ 108 . The address collision chance is 1048 . So in IoT application,
each device could be assigned with a unique address accessible globally. This unique address could be assigned to the IoT devices
easily, unlike IPV6 address space, which requires more computation power.

Secure communi- | The IoT architecture message communication takes place using a protocol like MQTT, XMPP, AMQP, LPWAN, CoAP. These
cation protocols are integrated with a security protocol like DTLS, TLS, and IPSec. However, they are still not suitable because of higher
computation, key management, and key distribution in a centralized server.The Blockchain system, each node/device carries a pair
of key, one is the unique address of 160bit, and another one is a private key. In the Blockchain network, no key management or
key distribution needs to maintained, which increases the chance of applying more lightweight protocol. Even a smart contract is
used to do the business logic in the distributed environment using the unique address.

Data privacy and | Some application like smart healthcare, smart home, smart city information collected from the sensors is personal information,
authorization accessibility of this information need a proper access control mechanism.In a Blockchain-based network, smart contract plays a
vital role in data privacy and authorization. The smart contract is a self-executable program. All the data access policy, time, and
conditions are written in a smart contract for an individual or group of a user in the application. The smart contract provides the
right to ownership of IoT devices and helps in the update, add, or decision-making process securely.

Non-repudiation The Blockchain network node combines digital signature with the data it sends/broadcast in the network. As every message has a
signature as a stamp in the message, no one can deny the authority of the message. It creates trust among the nodes in the network.
Data Integrity Data integrity is one of the important issues in the IoT application. In most of the cases, data integrity is provided by the trusted

third party in IoT applications. From the beginning of Blockchain systems, transactions are immutable means it’s very difficult or
near impossible to modify the recorded transaction in a Blockchain network. In a Blockchain network, data modification, delete,
and edit is not possible.

VII. CONCLUSION

IoT techniques are used to implement the different
applications like smart city, smart home, smart transportation
system, healthcare system, agriculture field, supply chain
system. The innovation of smart things having wireless
connectivity, storage space, and some processing power
makes to use these devices in real-time. However, the
IoT system having security and privacy issue present at a
different level. This paper addresses the security and privacy
issue present in the IoT system. As Blockchain being the
distributed network and security is maintained. In this study,
Blockchain is integrated with IoT and implemented using
the Ethereum platform for testing purposed. Some sensors
devices are used to create the IoT smart environment and
devices are authenticated using DecAuth protocol in the
Fig. 7. Experimental Laboratory setup for smart IoT System. Ethereum platform. Smart contracts are written and deployed
in the Blockchain network for testing purposes.
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